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Abstract:- In Cloud Storage, users can remotely store their data and enjoy the on-demand high quality 

applications and services. The integrity of cloud data is subject to skepticism due to the existence of 

hardware/software failures and human errors. Several mechanisms have been designed to allow both data 

owners and public verifiers to efficiently audit cloud data integrity without retrieving the entire data from the 

cloud server. However, public auditing on the integrity of shared data with these existing mechanisms will 

supports public auditing on shared data stored in the cloud that exploit ring signature to compute verification 

metadata needed to audit the correctness of shared data.so that a third party auditor (TPA) is able to verify the 

integrity of shared data for users without retrieving the entire data. Meanwhile, the identity of the signer on 

each block inshared data is kept private from the TPAalso able to perform multiple auditing tasks 

simultaneously instead of verifying them one byone.In this paper, we proved the data freshness(proved the cloud 

possesses the latest version of shared data)while still preserving identity privacy.Our experimental result 

ensures that retrieved data always reflects the most recent updates and prevents rollback attacks. 
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I. INTRODUCTION  
 With cloud computing and storage, users are able to access and to share resources offered by cloud 

service providers at a lower marginal cost. It is routine for users to leverage cloud storage services to share data 

with others in a group, as data sharing becomes standard feature in most cloud storage offerings, including 

Dropbox, iCloud and Google Drive [2]. The integrity of data in cloud storage, however, is subject to skepticism 

and scrutiny, as data stored in the cloud can easily be lost or corrupted due to the inevitable hardware/software 

failures and human errors [3], [4]. The traditional approach for checking data correctness is to retrieve the entire 

data from the cloud, and then verify data integrity by checking the correctness of signatures (e.g., RSA [7]) or 

hash values (e.g., MD5 [8])of the entire data. Certainly, this conventional approach able to successfully check 

the correctness of cloud data. However, the efficiency of using this traditional approach on cloud data is in 

doubt [9].The main reason is that the size of cloud data is largein general. Downloading the entire cloud data to 

verify data integrity will cost or even waste users amounts of computation and communication resources, 

especially when data have been corrupted in the cloud.  

 Recently, many mechanisms [9]ï[16] have been proposed to allow not only a data owner itself but also 

a public verifier to efficiently perform integrity checking without downloading the entire data from the cloud, 

which is referred to as public auditing [5]. In these mechanisms, data is divided into many small blocks, where 

each block is independently signed by the owner; and a random combination of all the blocks instead of the 

whole data is retrieved during integrity checking [9].A public verifier could be a data user (e.g. researcher)who 

would like to utilize the ownerôs data via the cloud or a third-party auditor (TPA) who can provide expert 

integrity checking services. Existing public auditing mechanisms can actually be extended to verify shared data 

integrity and data freshness [1], [5].  

 However, a new significant privacy issue introduced in the case ofshared data with the use of existing 

mechanisms is the leakage of identity privacy to public verifiers [1].To protect theconfidential information, it is 

essential and critical topreserve identity privacy from public verifiers duringpublic auditing. To solve the above 

privacy issue onshared data, we propose Oruta1, a novel privacypreservingpublic auditing mechanism. More 

specifically, we utilize ring signatures to construct homomorphicauthenticators [10] in Oruta, so that a public 

verifier isable to verify the integrity of shared data without retrieving the entire data ð while the identity of the 

signer oneach block in shared data is kept private from the publicverifier.  

 In addition, extend this mechanismto support batch auditing, which can perform multipleauditing tasks 

simultaneously and improve the efficiencyof verification for multiple auditing tasks. Meanwhile,Oruta is 

compatible with random masking [5]; Oruta stands for äOne Ring to Rule Them Allå.  




