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Abstract- In Cloud Storage, users can remotely store their data amdyethe ordemand high quality
applications andservices. Theintegrity of cloud data is subject to skepticism due to the existence of
hardware/software failures anduman errors Several mechanisms have been designed to allow both data
owners and public verifiers to efficiently audit cloud dateegrity withoutretrieving the entire data from the
cloud server. However, public auditing on the integrity of shared data with #dsgng mechanismwill
supportspublic auditing on shared data stored in the cldhdt exploit ring signaturéo compute verification
metdata needed to audit the correctness of shared.stathat a third party auditor (TPA$ ableto verify the
integrity of shared data for users withordtrieving theentire data. Meanwhile, the identity of the signer on
each block inshared data is keprivate from the TPAlso able to perform multiple auditing tasks
simultaneously instead of verifying them one bylarthis paper, we proved the data freshness(ptdkie cloud
possesses the latest version of shared data)while still preserving identigcyf@iur experimental result
ensures that retrieved data always reflects the most recent updates and prevents rollback attacks

Index terms - AFS (Authenticated File System); data freshness; public auditing; shared data

. INTRODUCTION

With cloud computing and storage, users are able to access and toesloarees offeretly cloud
service providers at a lower marginal cdsts routine forusers to leverage cloud storage serviceshtore data
with others in a group, as data sharlmgromesstandardfeature in most cloud storage offerings, including
Dropbox, iCloudand Google Drivg2]. The integrity of data in cloud storage, howevsrsubjecto skepticism
and scrutiny, as data storedthe cloudcan easily be lost or corrupted due to ithevitable hardwarsoftware
failures and human errors [3], [4]he traditional approach for checking datarectness it retrieve the entire
data from the cloud, antthen verifydata integrity by checking ¢hcorrectness afignatures€.g., RSA [7]) or
hash values (e.g., MD5 [8])of the entire data. Certaithlig conventional approadble to successfully check
the correctness of alml data. However, the efficiency of using thiaditional approaclon clowd data is in
doubt [9].The main reason is that the size of cloud data is largein general. Downloading the entire cloud data to
verify dataintegrity will cost or even waste users amouafscomputationand communication resources,
especially whemata havdseen corrupted in the cloud.

Recently, many mechanismsi[@16] have beeiproposed tallow not only a data owner itself balso
a public verifier to efficiently perform integritghecking withoutdownloading the entire data from thkud,
which is referred to as public auditing [5]. In thesgechanisms, data divided into many small blocksshere
eachblock is independently signed by the ownand arandom combination of all the blocks insteadtlod
whole data is retrieved during integrity checking [9].A public verifier could be a data user (e.g. researcher)who
would | ike to util i zleud arh thirdmasynaaditod ETPA) whio @an provedexperh e
integrity checkingservices Existing pilic auditing mechanisms can actually be extended to vehifyed data
integrity and data freshneg§s], [5].

However, anew significant privacy issue introduced in the case ofshared data with the use of existing
mechanisms ithe leakagef identity pivacy to public verifiers [1].To protect theconfidential information, it is
essential and critical topreserve identity privacy from public verifiers duringpabtiting. Tosolve the above
privacy issue onshared data, we propose Orutal, a novel prigaepingpublic auditing mechanism. More
specifically, we utilize ring signatureso construct homomorphicauthenticators [10] in Oruta, so that a public
verifier isable to verify the integrity of shared data without retrieving the entireddatéile the icentity of the
signer oneach block in shared data is kept private from the publicverifier.

In addition,extendthis mechanismto support batch auditing, which can perform multipleauditing tasks
simultaneously and improve the efficiencyof verification fouoltiple auditing tasks. Meanwhile,Oruta is
compatible with random masking [Spruta standsf or &a4One Ring &40 Rule Them Al |
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